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1
Decision/action requested

It is proposed to add support of GBA in UDM services.
2
References

[1]
3GPP S3-212500: "Living document for GBA_5G: draftCR to TS 33.220: SBA support for Zh and Zn interfaces"
[2]
3GPP S3-211927, "Discussion on GBA support in UDM"

3
Rationale

In the living document for TS 33.220 [1], it stated that if there is no HSS or if the HSS does not support interaction with BSF, the BSF shall ulltilatize NG1' interface with the UDM to support GBA procedure. Please refer to the discussion paper submitted to SA3#103-e [2] for the motivation of the design for NG1'.
This contribution proposes to update the architecture, add the service definitions in UDM for NG1' interface support and remove the ENs accordingly. 

Moreover, some more references are added to the TS 33.220. 
4
Detailed proposal

**** 1st CHANGE ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 31.102: "Characteristics of the USIM application".

[2]
3GPP TS 33.102: "3G Security; Security architecture".

[3]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[4]
IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".

[5]
3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for Subscriber Certificates".

[6]
Void

[7]
Void
[8]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[9]
Void.

[10]
3GPP TS 31.103: "Characteristics of the IP Multimedia Services Identity Module (ISIM) application".

[11]
3GPP TS 23.003: "Numbering, addressing and identification".

[12]
IETF RFC 3548: "The Base16, Base32, and Base64 Data Encodings".

[13]
3GPP TS 33.210: "3G Security; Network domain security; IP network layer security".

[14]
Void.

[15]
3GPP TS 31.101: "UICC-terminal interface; Physical and logical characteristics".

[16]
3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services".

[17]
Void.

[18]
IETF RFC 2818: "HTTP over TLS".

[19]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[20]
Void.

[21]
Void.

[22]
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".

[23]
ISO/IEC 10118-3:2004: "Information Technology – Security techniques – Hash-functions – Part 3: Dedicated hash-functions".

[24]
IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".

[25]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[26]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)".

[27]
Void.

[28]
IETF RFC 2246: "The TLS Protocol Version 1".

[29]
3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[30]
(void)

[31]
(void)

[32]
3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[33]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[34]
3GPP TS 23.002: “Network architecture “.

[35]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security Architecture".

[36]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".

[37]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008. http://www.unicode.org 

[38]
3GPP TS 26.237: "IP Multimedia Subsystem (IMS) based Packet Switch Streaming (PSS) and Multimedia Broadcast/Multicast Service (MBMS) User Service; Protocols".

[39]
3GPP TS 33.224: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push Layer".

[40]
3GPP TS 33.328: "IMS Media plane security".

[41]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[42]
(void)

[43]
Void.

[44]
IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".

[45]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".

[46]
3GPP TS 44.006 "Technical Specification Group GSM/EDGE Radio Access Network; Mobile Station - Base Station System (MS - BSS) interface; Data Link (DL) layer specification".

[47]
3GPP TS 43.020 "Technical Specification Group Services and system Aspects; Security related network functions".

[48]
IETF RFC 5929 "Channel Bindings for TLS".

[49]
3GPP TS 33.303: "Proximity-based Services; Security Aspects".

[50]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT)". 
[51]
3GPP TS 33.203: "3G security; Access security for IP-based services".

[52]
3GPP TS 33.163: " Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices (BEST)".

[53]
3GPP TS 33.501: " Security architecture and procedures for 5G system".
[54]
3GPP TS 33.180: "Technical Specification Group Services and System Aspects; Security of the mission critical service".
[55]
3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
 [XY]
3GPP TS 23.502: "Procedures for the 5G System (5GS)"
[XZ]
3GPP TS 23.501: " System architecture for the 5G System (5GS)"

[XW]
3GPP TS 23.632: " User data interworking, coexistence and migration; Stage 2"

**** 2nd CHANGE ****

X.1.1 Architectural Support
Figure X.1.1-1 shows the non-roaming architecture to support SBA interactions in GBA. An SBI capable BSF, HSS and NAF shall implement the SBA interfaces specified in this Annex. An SBI capable NF can invoke SBA services provided by SBI capable NFs and may expose services itself. For this Annex an SBI capable BSF uses and provides SBA services, an SBI capable HSS provides SBA services, a UDM provides SBA service, while an SBI capable NAF only uses SBA services. The BSF, HSS, UDM and NAF reside in the home network.
If there is no HSS or if the HSS does not support the NG1 and Zh reference points within the GBA architecture, then the BSF shall be configured to use the NG1' reference point with the UDM. If the NG1 or Zh reference point is available in the HSS, then it shall be used between the BSF and the HSS. 
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Figure X.1.1-1: System Architecture to support SBA in GBA

Figure X.1.1-2 shows the architecture using the reference point representation. It should be observed that this annex addresses only the specification of the NG1 (between the BSF and HSS), NG1' (between the BSF and UDM) and NG2 (between the NAF and BSF) reference point interfaces as SBA interfaces. The specification of Ua and Ub is not impacted by the introduction of the SBA interfaces between the NAF, BSF and HSS or UDM. Therefore, the UE interacts with the BSF and NAF as defined in the main body of this specification.




[image: image4.emf]BSF

Ub

NG1

UE

HSS

NAF NG2

Ua

NG1'

UDM


Figure X.1.1-2: System Architecture to support SBA in reference point representation
Editor’s Note: Roaming considerations are FFS. 


X.1.2 Reference point to support SBA in GBA

The following reference points are realized by service-based interfaces in GBA:

NG1: Reference point between an SBI capable BSF and an SBI capable HSS.

NG1': Reference point between an SBI capable BSF and a UDM.

NG2: Reference point between an SBI capable BSF and an SBI capable NAF.
Editor’s Note: New reference point names are to be confirmed with SA2. 



X.1.3 Service based interface to support SBA in GBA
The following service-based interfaces are defined or reused:

Nhss: Service-based interface exhibited by an SBI capable HSS.

Nbsp: Service-based interface exhibited by an SBI capable BSF.
Nudm: Service-based interface exhibited by a UDM.
Editor’s Note: New SBA interface name for BSF is to be confirmed with SA2. 


These SBI services provide equivalent functionality to the Diameter Zh and Zn reference points.

To support co-existence of GBA nodes supporting SBA services and GBA nodes not supporting SBA services SBI capable GBA nodes may support both SBI and non-SBI interfaces.
X.2 GAA/GBA SBA Services

Editor’s Note: More details to be specified.


**** 3rd CHANGE ****

X.2.X
UDM Services
X.2.X.1
General

A UDM supports providing the GBA-AKA authentication vectors via the Nudm_UEAuthentication_GetHssAv service operation as defined in clause 6.2.5.1 of TS 23.632 [XW] to an SBI capable BSF.

The GBA User Security Settings (GUSS) are not sent over the NG1' reference point.
NOTE:
If support of GUSS is desired in case the BSF is configured to use the NG1' interface for the GBA procedures, then this can be achieved, for instance by storing the GUSS information in a BSF database (external and/or external to the node itself), or in any other network database which is deemed as appropriate for a specific deployment. 
X.2.X.2
Nudm_UEAuthentication service 
X.2.X.2.1
Nudm_UEAuthentication_GetHssAv service operation

See TS 23.632 [XW] clause 6.2.5.1.
**** 4th CHANGE ****

X.2.3.X
Mapping of Zh messages to UDM SBI services

The following table defines the mapping between Zh messages and UDM SBI services and service operations:

Table X.2.3.2-1: Zh messages to HSS SBI services and service operations mapping

	Zh message
	Source
	Destination
	HSS SBI service operation name

	Zh interface: BSF retrieves AV
	BSF
	UDM
	Nudm_UEAuthentication_GetHssAv 


**** 5th CHANGE ****

X.3
SBI Capable NF Discovery and Selection
Editor’s Note: The discovery and selection needs revisit after check with SA2
X.3.1
General
During the GBA procedures SBI capable network functions such as the BSF and NAF need to discover and select other SBI capable network functions such as the HSS or the UDM and the BSF respectively. 

If there is no HSS or if the HSS does not support the NG1 and Zh reference points within the GBA architecture, then the BSF shall be configured to discover and use SBA services of a UDM.
**** 6th CHANGE ****

X.3.X
UDM Discovery and Selection

See 3GPP TS 23.501 [XZ] clause 6.3.8.
**** END OF CHANGES ****

�Moved to X.1.1, as suggested for Thales CR
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